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Introduction 

The purpose of this article is to examine and assess the significance and challenges associated with 

applying the Conceptual Model for Hybrid Threat Analysis to Chinaôs hybrid warfare against Taiwan 

and of utilizing it as a model to deter a Taiwan contingency. The model was developed and reportedly 

used by the European Centre of Excellence for Countering Hybrid Threats (Hybrid CoE) in analyzing 

Russiaôs invasion of Ukraine. 

Russiaôs invasion of Ukraine has elucidated three key lessons for deterring a full-scale military 

invasion: (1) the importance of preventing invasion by strengthening deterrence (defense buildup), 

(2) the need to prepare for irrational decision-making, and (3) the importance of addressing combined 

activities by military and non-military means, what is referred to as hybrid warfare. 

Since the beginning of Russiaôs invasion of Ukraine, there has been increasing attention on the 

possibility of an invasion of Taiwan by China with many research institutes and researchers analyzing 

various scenarios and impacts related to a Taiwan contingency. When applying these studies to the 

lessons learned from Russiaôs invasion of Ukraine, the following observations are revealed. 

Regarding item (1), the importance of preventing invasion by strengthening deterrence (defense 

buildup), an analysis based on a comparison of military power of the U.S., China, and Taiwan shows 

that Chinaôs military power has an overwhelming advantage over that of Taiwan in terms of the 

performance and quantity of troops and equipment.1 In terms of the U.S. and Chinaôs military power, 

China surpasses the U.S. in ground forces,2 and, in terms of naval power, the Peopleôs Liberation 

Army (PLA) Navy possesses more warships than the United States Navy and is even considered to 

be the largest naval force in the world.3 However, in terms of air power, the U.S. holds a superior 

 
1 Japan Ministry of Defense, Reiwa 6-nen-ban Boei Hakusho [Defense of Japan (Annual White Paper) 2024] 
(Japanese), Nikkei Printing Inc., 2023, pp. 102-104. 
https://www.mod.go.jp/en/publ/w_paper/wp2024/DOJ2024_EN_Full.pdf (English) 
2 Ibid. p. 42. 
3 Ibid. p. 72. 
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position.4 Reports by research institutes in the U.S., Center for Strategic and International Studies 

(CSIS),5  and Japan, the Sasakawa Peace Foundation6  and the Japan Forum for Strategic Studies 

(JFSS)7  highlight the challenges that Japan and the U.S. would face in the event of a Taiwan 

contingency. They also point out the enormous damage that such a contingency would have on Japan, 

the United States, and China, resulting in long-term negative economic impact.8 

Therefore, taking into account the status of U.S., China, and Taiwan military power, together 

with the reports from the research institutes, it is difficult to expect that there is an overwhelming 

military deterrent effect by Taiwan and the U.S. that would prevent an invasion aimed at Taiwan 

unification by China. On the other hand, from the perspective that such an invasion would cause 

enormous damage to both China and Taiwan/U.S., there is a potential deterrent effect in the sense of 

dissuading both sides from resorting to the use of force. 

Regarding item (2), the need to prepare for Chinaôs irrational decision-making, in March 2021, 

then Commander Philip Davidson of the U.S. Indo-Pacific Command referred to the ñpossibility of 

Chinaôs military invasion of Taiwan within six years.ò9 In addition, in October 2022, at the National 

Congress of the Chinese Communist Party (CCP), the Xi Jinping regime reiterated its positioning of 

Taiwan as a core interest and declared its commitment to achieving Taiwanôs unification.10 While 

expressing its intention to pursue peaceful unification, China has clearly pledged it would never 

renounce the use of force. In response to these facts, many experts considering various domestic 

factors in China are of the opinion that there are no immediate signs of a Taiwan contingency.11 

However, Chinaôs decision-making, especially in the case of a declaration of independence by Taiwan 

(i.e., the dissolution of the Republic of China, which governs Taiwan, and the establishment of the 

 
4 Ibid. p. 42. 
5 Mark F. Cancian, Matthew Cancian, and Eric Heginbotham, The First Battle of the Next War: Wargaming a 
Chinese Invasion of Taiwan, Center for Strategic and International Studies (CSIS), 2023. 
https://www.csis.org/analysis/first-battle-next-war-wargaming-chinese-invasion-taiwan (accessed August 8, 
2024). 
6 The Sasakawa Peace Foundation and The Heritage Foundation, ñReport on FY2022 TTX (Table Top 
Exercise) Taiwan Contingency Scenario: Escalation from Low-Intensity Hybrid Warfare,ò 2023. 
https://www.spf.org/japan-us-alliance-study/en/global-data/user17/20240328112121392.pdf (last accessed 
August 8, 2024).  
7 Japan Forum for Strategic Studies (JFSS), ñDai-3-kai Seisaku Simyureshon no Seika Gaiyo óTettei Kensho: 
Shin-senryaku 3-bunsho to Taiwan Kikiô ð 2027-nen ni Muketa Kadai ð [In-depth Review: Three New 
Strategic Documents and the Taiwan Crisis,ò a summary of the results of the third policy simulation ð 
Challenges for 2027 ð]ò (Japanese), 2023. https://www.jfss.gr.jp/taiwan_study_group/ (last accessed August 
8, 2024). 
8 Mark F. Cancian, Matthew Cancian, and Eric Heginbotham, op. cit., pp. 142-145. 
9 ñóChugoku, 6-nen inai ni Taiwan Shinko no Osoreô Bei Indo-Taiheiyo Gunji Shireikan [óChina could invade 
Taiwan within the next six years,ô U.S. Indo-Pacific Commander]ò (Japanese), AFP, March 10, 2021. 
10 ñFull text of the report to the 20th National Congress of the Communist Party of China,ò Xinhua, 2022, pp. 
44-45. 
11 ñNPI Webinar: Birth of Taiwanôs New Lai Ching-te Administration and Future U.S.-China-Japan-Taiwan 
Relations,ò May 31, 2024. 
Moderator: Shin Kawashima, Executive Director of Research, Nakasone Peace Institute.  
Panelists: Yasuhiro Matsuda, Professor, University of Tokyo; Madoka Fukuda, Professor, Hosei University / 
Visiting Fellow, Nakasone Peace Institute. 
https://npi.or.jp/event/2024/06/05101818.html (Japanese) (last accessed August 8, 2024). 
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Republic of Taiwan or the State of Taiwan12), is unknown. For this reason, it is necessary to prepare 

for the possibility that, given the active operations of the Peopleôs Liberation Army (PLA), an 

unintended accidental clash could develop into a serious armed conflict. 

Regarding item (3), the importance of addressing combined activities by military and non-

military means (hybrid warfare), the author notes the following. In 1999, two colonels in Chinaôs 

Peopleôs Liberation Army Air Force, Qiao Liang and Wang Xiangsui, published a co-authored book, 

entitled Chogensen: 21-seiki no óAtarashii Sensoô [Unrestricted Warfare: The óNew Warfareô of the 

21st Century]. The book presented the concepts of trade warfare, financial warfare, terror warfare, 

ecological warfare, smuggling warfare, media warfare, drug warfare, cyber warfare, technical warfare, 

resource warfare, and economic assistance warfare.13  In 2003, the CCP revised the ñPeopleôs 

Liberation Army Political Work Regulationsò and stated that China would ñdevelop public opinion, 

psychological, and legal warfare and disintegrate the enemy forces.ò14 Furthermore, in 2019, for the 

first time, the PLAôs perception of war as ñIntelligentized Warfareò was presented.15 

Due to the variables including Chinaôs strategic vision combining military and non-military 

means, the strengthening of deterrence by Japan and the U.S., as well as the possibility of Chinaôs 

irrational decision-making mentioned discussed above, China may not proceed with the decision to 

launch a full-scale military invasion against Taiwan. However, it can be said that hybrid warfare 

aimed at achieving Chinaôs objectives while avoiding the costs and damage of a military invasion has 

already begun. 

Furthermore, while many experts indicate a high probability of the use of hybrid warfare, such 

as information warfare, psychological warfare, and cyber warfare in the event of a Taiwan invasion 

by China,16 there is also a possibility that other new tools beyond these may be used. 

 
12 Yoshiyuki Ogasawara, ñShitteiruyode Shiranai óTaiwan Dokuritsuô no Shin no Imi [The True Meaning of 
óTaiwan Independenceô as You May Know but Donôt Know],ò Toyo Keizai Online, 
https://toyokeizai.net/articles/-/681217 (Japanese) (last accessed August 8, 2024). 
The article lays out the following issues regarding ñTaiwan independence.ò 
- Taiwan has a well-established rule of law, and even if the current president and government of Taiwan were 
to declare independence, there would be no grounds for it and nothing would change. 
- In order for Taiwan to achieve independence, a new constitution must be enacted, which requires an 
amendment process to the current Constitution of the Republic of China. The conditions for constitutional 
amendment are that three-fourths of the members of the Legislative Yuan must be present, and the 
proposed amendment must be approved by three-fourths of those present. Thereafter, a majority of voters 
must approve the amendment in a public referendum (national referendum). 

13 Qiao Liang (author), Wang Xiangsui (author), Shinnosuke Sakai (editorial supervisor), Chogensen: 21-
seiki no óAtarashii Sensoô [Unrestricted Warfare: óNew Warsô in the 21st Century] (Japanese), KADOKAWA, 
2020, p. 205. 
14 Zhongguo renmin jiefangjun wuqi zhuangbei guanli tiaoli [Regulations on the Administration of Weaponry 
of the Peopleôs Liberation Army of China] (January 2003) https://www.gov.cn/test/2005-
06/28/content_10543.htm (Chinese) (last accessed August 8, 2024). 
15 Li Minghai, ñShi shenme zai tuidong zhanzheng xiang zhineng hua yanbian [What is driving the war to 
become intelligent?]ò (Chinese), Jiefangjun Bao [PLA Daily] (November 6, 2018). 
16 Jun Osawa, ñTaiwan Yuji to Haiburiddo Senso [Hybrid warfare in a Taiwan contingency],ò International 
Information Network Analysis IINA Sasakawa Peace Foundation, 
https://www.spf.org/iina/en/articles/osawa_01.html (last accessed August 8, 2024); Kazuhisa Ogawa, 
Nihonjin ga shiranai taiwan yuji [A Taiwan Contingency that Japanese Do Not Know] (Japanese), 



 
 

 

 

4 

In order to grasp and address the overall picture of these threats, it is necessary to have a 

perspective and framework for comprehensive and combined analysis of the various tools of hybrid 

threat activity by military and non-military means that China could use to unify Taiwan. The 

ñConceptual Model for Hybrid Threat Analysisò of the European Centre of Excellence for Countering 

Hybrid Threats (Hybrid CoE) categorizes and visualizes past cases of hybrid threats involving 

authoritarian states, including Russia, China, and Iran, and organizes hybrid threat activity into 40 

tools, making it possible to comprehensively and thoroughly analyze hybrid warfare. Additionally, 

the model can simulate the possible impacts of these various tools of hybrid threat activity on multiple 

domains and estimate their combined effects. 

The significance of utilizing this model is that it provides a basis for anticipating the overall 

picture of hybrid threats posed by China aimed at the unification of Taiwan and for developing 

countermeasures to prevent, as early as possible, the situation from escalating. For this reason, this 

research is positioned as a foundational study for deterring a Taiwan contingency. However, since the 

model was created based on the assumption that past or ongoing hybrid threats will be analyzed, it is 

necessary to identify and resolve challenges related to analyzing future hybrid threats. 

Therefore, to evaluate the applicability and challenges of utilizing the Conceptual Model for 

Hybrid Threat Analysis for the deterrence of a Taiwan contingency, this article first defines ñhybrid 

warfare,ò ñhybrid threats,ò and ñdeterrence of a Taiwan contingencyò as the scope of the study in 

Section 1. Section 2 outlines the Conceptual Model for Hybrid Threat Analysis and describes its 

characteristics. Section 3 organizes the challenges of applying the model to a Taiwan contingency. 

Section 4 organizes the relationship between the Conceptual Model and Chinaôs strategies using 

military and non-military means, etc., and verifies the usefulness of the Conceptual Model.  

 

Bungeishunju Ltd., 2024, pp. 210-211; Kenji Minemura, Taiwan Yuji to Nihon no Kiki [Taiwan Contingency 
and Japanôs Crisis] (Japanese), PHP Institute, Inc., 2024, pp. 230-238, etc. 
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1. Scope of this study 

(1) Demarcation by the definition of hybrid warfare and hybrid threat 

(a) Hybrid warfare 

 

Figure 1 Definition of Hybrid Warfare in this Study 

Source: Prepared by the author based on Matsumura Goro, ñThe Essential Mechanism of Hybrid 

Warfare: óFight in the cognitive spaceô integrating military and non-military means to achieve the 

ultimate objectives,ò Nakasone Peace Institute, 2023, p. 2. 

 

Since the theme of this study is the deterrence of a Taiwan contingency, as shown in Figure 1, the 

author uses the definition of hybrid warfare as ñthe use of various military and non-military means in 

situations that do not escalate to full-scale military war, or in situations intentionally meant to avoid 

becoming a full-scale military war, to achieve an objective.ò 

In this definition, emphasis is placed on the assumption that the subject of analysis has the 

intention of avoiding a full-scale military invasion. The reason for this assumption is that even in 

cases where a full-scale military invasion is planned from the outset and military and non-military 

means (cyberattacks, etc.) are used to facilitate the invasion, in practice, similar actions are taken. 

However, in a case in which a military invasion is planned, the situation would be positioned as a 

ñcross-domain operationò and the response focuses on deterrence through the buildup of military 

power. For this reason, it falls outside the scope of this study. 

 

(b) Hybrid threat 

While hybrid threats involve both military and non-military means, conventional operations 

conducted by regular forces are excluded from the definition of hybrid threats.  
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(2) Demarcation by perspective of invasion and deterrence by military and non-military means  

In the security field, ñdeterrenceò generally refers to the prevention of military invasion before it 

occurs. Types of deterrence corresponding to different tools employed for invasion can be outlined as 

follows. 

First, since military invasions have a clear starting point, it is possible to deter them (or not allow 

them to start) through the buildup of military power. On the other hand, hybrid warfare, which 

involves a complex combination of diverse military and non-military tools, has an unclear starting 

point, generally making deterrence difficult to achieve. For this reason, detecting signs of hybrid 

warfare and taking response measures to prevent the achievement of the actorôs objectives are key 

measures for deterrence. 

Based on the above nature of the relationship between the tools of invasion and deterrence, the 

deterrence of a Taiwan contingency in this study refers to ñvarious measures taken at as early a stage 

as possible to stop situations from escalating in order to prevent (deter) China from annexing Taiwan 

through hybrid warfare, in a situation short of a full-scale military war,ò while also considering 

deterrence against a transition to a full-scale military invasion. 

In the next section, from the viewpoint that early detection of signs of hybrid threats and rapid 

and appropriate responses together with strengthening of resilience are key to preventing actors from 

achieving their objectives in hybrid warfare as defined in item (1) above, the author will examine 

analytical procedures for hybrid threats using the Conceptual Model.  
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2. Overview of the Conceptual Model for Hybrid Threat Analysis 

The overall picture of the Conceptual Model for Hybrid Threat Analysis is shown in Figure 2. 

 

Figure 2 Overall Picture of the Conceptual Model for Hybrid Threat Analysis 

Source: European Commission and Hybrid CoE, The Landscape of Hybrid Threats: A Conceptual 

Model Public Version, Publications Office of the European Union, 2021, p. 13. 

 

(1) Hybrid threat actor (Actor) 

Hybrid threat actors are divided into state and non-state actors. 

State actors in the Conceptual Model refer to authoritarian states that are hostile to the democratic 

countries that make up the EU, NATO, etc. The model cites Russia, China, Iran, and North Korea as 

examples.17 

A non-state actor is an entity that plays a part in international relations and that exercises 

sufficient power to interfere, influence, and effect change without any affiliation to the established 

institutions of a state.18 Hezbollah, Islamic State (IS), and Private Military Companies (PMCs) are 

representative examples.19  

  

 
17 European Commission and Hybrid CoE, The Landscape of Hybrid Threats: A Conceptual Model Public 
Version, Publications Office of the European Union, 2021, p. 16, https://www.hybridcoe.fi/wp-
content/uploads/2021/02/conceptual_framework-reference-version-shortened-good_cover_-_ 
publication_office.pdf (last accessed August 8, 2024). 
18 Ibid. p. 22. 
19 Ibid. p. 16. 
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(2) 40 operational tools of hybrid threat activity (Tools) 

The 40 tools refer to tools of hybrid threat activity used in past cases as observed by Hybrid CoE. 

Actors have used these tools to affect one or more domains or to target vulnerabilities in a domain.20  

 

(3) 13 affected domains (Domains) and targets to be achieved by hybrid threat activity (Targets) 

Affected domains (Domains) are groupings of instruments of national power that are targets against 

which an actor uses tools of hybrid threat activity to exert hybrid threats. The targets of hybrid threat 

activity (Targets) are the ultimate goals that actors aim to achieve by conducting hybrid threat 

activity.21  

Figure 3 visualizes these 13 affected domains and the target of hybrid threat activity. 

 

Figure 3 13 Affected Domains and Targets of Hybrid Threat Activity 

Source: European Commission and Hybrid CoE, op. cit., 2021, p. 27. 

  

 
20 Ibid. p. 26. 
21 Ibid. p. 26. 
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(4) Hybrid threat phases (Phases) and activities (Activities) 

Hybrid threats are exerted through different specific activities (Activities) according to different 

chronological phases (Phases) of escalation (degree of coercion to achieve an objective). The three 

phases are divided with degrees of escalation increasing from the priming phase to the coercion phase. 

Activities escalate to interference, influence, and operation, ultimately leading to war.22  

Table 1 summarizes the relationship between the chronological phases of escalation and hybrid 

threat activity. 

 

Table 1 Relationship between Phases and Activities 

Chronological phase Hybrid threat activity 

Priming 

¶ Interference 

 = Use hybrid threat tools to disrupt the activities of the adversary in the 

target domain and lay the groundwork for destabilization. 

¶ Influence 

 = Use hybrid threat tools to create destabilization and facilitate 

operations by influencing the activities of the adversary in the target 

domain. 

¶ Operation 

 = Exercise a combination of hybrid threat tools to coerce the adversary 

into taking a desired action and achieve an objective. 

Destabilization 

Coercion ¶ War/warfare 

 = Use hybrid threat tools in military warfare to gain an advantage in 

military warfare. 

Source: Prepared by Maritime Security Study Group of the Nakasone Peace Institute based on 

European Commission and Hybrid CoE, op. cit., 2021, p. 13. 

  

 
22 Ibid. pp. 36-42. 
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Figure 4 illustrates hybrid threat activities in the Conceptual Model from the perspective of an actor. 

 

Figure 4 Hybrid Threat Activity 

Source: Prepared by the author based on European Commission and Hybrid CoE, op. cit., 2021, p. 

27. 
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(5) Characteristics of the Conceptual Model 

The Conceptual Model assumes a ñresponsiveò or ñpull-typeò analysis process, in which detected 

signs of hybrid threats are matched to the operational tools of hybrid threat activity after which the 

actors and their goals are brought into focus. The thinking process for using this Conceptual Model 

as a pull-type analysis model is shown in Figure 5. 

 
Figure 5 Thinking Process for Using the Conceptual Model as a Pull-type Analysis Model 

Source: Prepared by the author based on the Conceptual Model 

* Pull-type analysis: Analyze activities that have already been conducted and draw out evaluations. 

 

In applying the Conceptual Model used to examine the deterrence of a Taiwan contingency, it is 

possible to clearly set the actor as China and the ultimate goal as unification of Taiwan. At the same 

time, it is necessary to reconfigure the pull-type analysis process into a ñpush-typeò of thinking 

analysis. This involves calculating backward from the ultimate goal to the individual goals in the 

escalation process and potential operational tools of hybrid threat activity that could be selected to 

achieve those goals to analyze a predictive scenario. Figure 6 shows the thinking process for using 

this Conceptual Model as a push-type analysis model. 
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Figure 6 Thinking Process for Using the Conceptual Model as a Push-type Analysis Model 

Source: Prepared by the author based on the Conceptual Model 

* Push-type analysis: Envisioning events that have not yet occurred and predicting and enumerating 

possibilities. 

 

In the next section, the author will discuss the challenges of applying the Conceptual Model to a 

Taiwan contingency. 

 

  


