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L, [ ZEEM Ty VI 7258 0F& L7z, 202242 Hou v 7Icksv 79
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RERIZAEIE T, 7 U I 7 REEITHBHICERFRIIBE LT, 20 2014
L2022 FEDENWEAEATEERO—2L LTEZLNDLDN, INAT Vv R
BEOaLw T N BT L, Tarv 7 BT LIERTS) Th
Do MUigar v b ETME TR E U Z—] BEINEE SO E
YA =D EGT, 2018 7T ANSK 2 FEMZ T TER LTS DT, »Y
TIREICBWTAR L ER 2 RRANCHEE T 5 - 0IEH SN EE 2D
N5, KFRETIE, Kart7 bk - ETNLESEZIZLODIEEHED D29,
FPTIRUTZOME, B &Ll
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KFE2 : ATy RBEOa 2T b« TFLOEKIE

Actor Tool Domain Activity Target
[l Physical operations to infrastructure l Infrastructure T povem—
- Il Croating and exploiting infrastructure dependency Interference ncermnice decislon mekdng cAPSIRY. m
ate

I Creating of i economic dependénies I G ber
I Foreign direct investment

W Industrial espionage  ~ I space -
M Undermining the target national economy.

Buw,

M Leveraging economic difficulties
; Economy

I Cyber espioplage, I

I Cyber operations

' Airspace violation |\ { I Miltary/Defence Influence ﬂ

' Territorial wafer \iolafion

M Engaging dxawova'ﬁfi nmlmém
W Financing of cultural gloups-or think tanks
= Exploitifig $ocs ; P I Social/Societal

W Promoting social Unresty |

W Manipulating digcoursesion migration

= Exploiting vuhmbim-g # public administration =

Non-Stat = Promoting and exploiting i I Public Administration O

[l Exploting fegal thrédhoids .
Il Exploiting legal biind spotsyambiquity or gaps
-t preparation & 47
- cnv; tine operations . . A
== Infiltration i &3
— Diplomatic sanctions |, § ¥ I intetigence
= Boycotts 200 LR
W Embassies” 7
= Creating confision of contradictory narrative. I Pelodi

uopesyiqeiseq

== Migration as-a bargaining chip in international rel
= Discrediting leddership or candidates'

== Support of political actors

= Coercion of politicians or government

= Exploting imigration for political influeniing I Diplomacy
' Media control and interference

B Disinformat i

== Influencing curricula and academia Il nformation
Il Space electronic operations

Hi#L : European Commission, & Hybrid CoE, T7The Landscape of Hybrid
Threats: A Conceptual Model Public Version, 2021, p. 13
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Kz o, FrEe LT, EERPFFERZERZE T T, mEIC L THE
B OIEBZFEHL TWDZENZNEN D ZENEF LD, RFH
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NAT Yy REBICKHET 5 BT, FRROEZEER - FEFEEROT
72 —OREICMA T, 7272 —DBENZDITTHZLREELE I
T3,

@ Y—n

V= ETEZEFERB K OIEEZERD AL TV v FERBAEIRIZKIE
FTIDIHAT 5 FEZNS, Zoarkv7 b - 70T, WEOFEH]
ICESZ A0 HDOY —LINRENTWD, T7 X —LZDY =V EMBE
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RAA NI HARTIHLEREOSUIRT IR EMFFERThER, 22

2 European Commission, & Hybrid CoE, The Landscape of Hybrid Threats: A Conceptual
Model Public Version, 2021, pp. 16-18, https://www.hybridcoe.fi/wp-
content/uploads/2021/02/conceptual_framework reference-version-shortened-
good_cover_-_publication_office.pdf (2022 4£ 5 A 1 HEH%E)

3 Ibid.
4 Ibid.,
5 Ibid.,
¢ Ibid.,
"Ibid.,
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p- 15
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(© Nakasone Peace Institute 5



TIXENDOERZE 7 V—T L=t DT, T X =N —)LZ&FHAL T
A7V FERERETIEAERDEDENIS, ZDORAL L ZNAT Y
v REBOERNETHZLICL>T, 77 ¥ —I13RENICEEZERT
5o WM3DEHIT, RAAL L LTEHEDOIENZ, A7 T, AN
—LWotBUR, B, R EEHRT HEFREN I3HASIEINTEY,
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Diplomacy
Cyber

Information

_ Social/
Intelligence <> Societal

Economy Legal

Military/
Nefence

\dministration Space

Hi# : European Commission, & Hybrid CoE, T7The Landscape of Hybrid
Threats: A Conceptual Model Public Version, 2021, p. 27
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8 Ibid., p. 26
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H#i : European Commission, & Hybrid CoE, The Landscape of Hybrid
Threats: A Conceptual Model Public Version, 2021 , pp. 33-35 Z#JniZ
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DTIER, FMUFER T = — A TIEEE UTHEL, BT L VI’
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10Tbid., pp. 11-12
1 1bid., pp. 32-33
12 1bid., p. 10
B Ibid., pp. 37-40
14 1bid., p. 37
15 Ibid., p. 38
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M#F#5 Txz—RET T 4T 4 DGR

A 7 = — X NATY v FBEDT I T 4 €T 4

- #2 5L (interference)
=~A TV REBOY —NERNT, %t

MR 7 = — K G R AL CHNOTFOIEE ZIREL ST
(priming) REEIZ D THAEED,

« 247 (influence)
=A TV REROY— % HNT, %t
%R AA L TOMHFOIFINAT SO

REZENT = —X BB 2 TAREZE/EZXD . 7EEEITV
(destabilization) 5< 95,

- {E¥RSEfE (operation)
=NA TV REEDOY — N EflAEbhHE
TATHET 52 L2 LD, HFEICHEDTT
BRI 7 = — X A L, BRZERT 5,
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- #e4r (war/warfare)
=HFPFON TN TV v FEBDY —
NERERL, SRS HGRICT 5,

HH#E : European Commission, & Hybrid CoE, The Landscape of Hybrid
Threats: A Conceptual Model Public Version, 2021, p. 13 ZICITAERK
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VPFLHRCTIEARL, ZOMEZAVWCERLE Y &+ 2280 EEOE
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WElZd 2,

ATV REWIFEL b EFHEPEICBWWT 2O R D Rk %
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U EOEZOIEREOR T, ZIEN D K13 2 B L Tk 5 ZUE O

EWVERF AR, M 1IRT R OIC, AIEHEFRS L OBRRTAA 7T >
REEDERIL 3 DT D,

19 A.S.Hoenby, Oxford Advanced Learner’s Dictionary of Current English , (Oxford
University Press, 1974), p-425.
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ARG EFFOMN TEROFT LWFENHWLND Z L ICERE YT,
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WpHhZEEd 5,

2 BEBEHE—ZRETINATY v FRICET 2 FEOBRBEOTFH

2022 - 1 A OBIBRRFEEZ L ONIIERTERZE TlE, HRIC R OFE EFEK A
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1 AV 7TZXT5WBAIFTEE (Physical operation against infrastructure)

Tool:1-1

F B . o .
(Method) My, JEAD, PEMN. UK, UAv
(ﬁ?jsﬁﬁ) HRIES R A 0D

2 AT T~OF (REFMOEFZET) OBELFR

(Creating and exploiting infrastructure dependency (including civil-military

dependency))

Tool:2-1

JL

FOE vk pte (BH. RIETR, HI) ORI
(Method)

DA | oy e — o b OB E R 5
(Activity)

3 ‘ﬁ{ﬁé@{&ﬁﬁéﬁ%@%ﬁﬂﬂﬂ}ﬂ (Creating or exploiting economic dependencies)

Tool :3-1

F B | "

| EEOERR O

EEINA PRFIEEIAMEE LTV HIRLZY . S50 2T, 20
(Activity) BN ZIKRT D

4 pPEFER)XA (Industrial espionage)

Tool :5-1
¥ B \_
(Method) YA N Y
< 3
IV | S ORI & BRI 0 R
6 MFEERFIEBODOPAE (Undermining the opponent’s national economy)
Tool :6-1
e UM & ARIRE B K 2 Hi
(Method) AR IREBINT X D AR
(ﬁ%?ﬁ) A - s IR GRISAISEETR, AR - JKEEETR)
9 HA/N— - FRL—3 g (Cyber operations)
Tool:9-1
(&Ethfz) BRI~ DY A N — R
BN B
(Activity) BRSPS
11 MR A (Territorial water violation) *EEZ #&dp
Tool:11-1
| B (A D)
(zi%?i;i) TR A Z M IR L, SHAMEOBEACE I 2 5

19
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14 YEEEMHRLL (PRBEHEAR) (Paramilitary organizations (proxies))

Tool:14-1
F B e
(Method) VR A
iﬁ@ujﬂﬁ \ N =
(Activity) A O T Bh 1
15 FEHEET (Military exercises)
Tool:15-1
e HEHE P O UG - Elig
(Method) G
THEIAS o
(Activity) & H AR E

18 t2H - UEMHH (BIE. R#E, b)) OFH

(Exploitation of sociocultural cleavages (ethnic, religion and culture))

Tool:18-1
F & o o
(Method) A - SRR ZLOF
EBNE | LR 5K D FEARIBATE (ER) (BT 57 &
(Activity) FIH,

20 tH2OHEIL, UNINVREEBBBMEOTLOBRICET ISR 2 HIE

(Manipulating discourses on migration to polarize societies and undermine liberal

democracies)

Tool:20-1

(imi) TFTAAL T F A= art T o,V =a—ADILHK

RN BRICEHT 2 EOHFRLCHEE I N RIEL LD, RERHL

(Activity) BEmb, Xy, (5N TR AR, AHRFEE
Vo gammkbs e,

22 {ERRDOBHE LB M (Promoting and exploiting corruption)
Tool:22-1
F B . —
(Method) AT T 2 150
ONE | .
(Activity) HFEFHRO G

23 {EORME. ITRHERERENE, REMM D R OBEREOH] A

(Exploiting thresholds, non-attribution, gaps and uncertainty in the law)

Tool:23-1
F B Eimx S5 &9 B R EA~D 2T D17
(Method) (B Z N TAESLfE R FRE)
WONE | e | com B R I S5,
(Activity)
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26 [RERFEED (Clandestine operations)

Tool :26-1
PR AR~ O REIED
(Method) = = e
MENE | ORISR RS
27 BFETAE (Infiltration)
Tool:27-1
F B o :
(Method) TEEDX Y FU—7 D&
<ﬁ%§§) HEA R 2 W Ul &
28 A AZEYHIER (Diplomatic sanctions)
Tool :28-1
F OB FTFEDEZFAED D VIR E#EE L SRV )
(Method) W BHRE ENC AR E S BT 5,
EBINE | o e oo st
(Activity)
29 7\"\“/( 2w k (Boycotts)
Tool:29-1
| EFRR B RS O f = b
WIINE | o e oo s
(Activity)
30 KREEFELOKRFEEEB DIEAH (Embassies)
Tool :30-1
F OB ST i
(Method) KAFSE DIGINEHE DOF
<ﬁ%§§> EHTAEE OIS & L CIE

31 RELRLXIMNHRT T T 4 7 DAIK

(Creating confusion or a contradictory

narrative)
Tool:31-1
“ B A X A EAD LI (75T 4 7)) ORlE
Method)
TREINZ R IR ELEOPITIEC— F R FEARESES
(Activity)
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32 [EERBIR LOBGIREE L TOBROFIA

(Migration as a bargaining chip in international relations)

Tool:32-1
F OB mmpin EomaI bR LT OB RO
(Method)
EONE | o r - RilE RS
(Activity)
33 IBEHEMHE OEHLREE (Discrediting leadership and/or candidates)
Tool:33-1
+F B e
(Method) AF SN DR
% 7S
RONE | ey x v o L% Bl IS FI R KB S 25
(Activity)
34 BIBHIT 7 X —~DOKEE (Support of political actors)
Tool:34-1
F B B RN
(Me thod) HiR - TR
IHEINAE BIERCT R T X a2 LT, FFEOBIR T 7 X
(Activity) — % XFFT 5 KO ICERMICERNO MG ZBIET 5,

36 BUREB LU/ E7IIBUF~D TR - FREE

(Coercion of politicians and/or government)

Tool:35-1
F E \ -
(Method) JhlE (& e4z8))
[HEINA BR %ﬂ%ﬁ(ﬁp&%ﬁ% ARG (BB 1TV, ZUTS
(Activity) U CBURROE WP HZ2 D,
37 A5 47 «avh D"—}I/&U\:F‘Ylﬁ (Media control and interference)
Tool:37-1
F OB mpie 5 7 o BB T
(Method) h -
THEINA WD AT 4 TRESCHMAZEI L, JRESHREZE L
(Activity) THEBNEITHET ST, HEDA vy E—V%IRD S,
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38 {AIBMILELE v N # (Disinformation campaigns and propaganda)

Tool :38-1

(f . KRBT 02 DEIER L, SNS ZIRFERI LI
ethod)

EBNA RN

(Activity) SNS (2 & 2 (A1 o HEH

40 BEFER ONSS iEEZET)

(Electronic operations (GNSS jamming and spoofing))

Tool :40-1
T OB e g S o
(Method) RS ONCE G R, WEENAE OLE%
ﬁ?jijf; T BB DR L
BHyiz

2023 £ DOWFZETIE,

@ t7 | ETNEGH, AIEDOFEE 25T,

BEEHRICET 2B 2T b« ET UVBEOTZOORHEE /2D,
A7V NEROBEEZEEB LT,

@ S EFNTHERENZ 40 OFEE S LT, TRZHWTE
B, FlomEOFEFIZAH LFELIEE LTE DT,

2024 X, FHIEMEROBR TE LN [FEEIEE) & [BEE—cms
7oA 7 Uy FERICEAT 2R EOREREK) L8757 x2—X (AL —3
Y DBRE) BN EDRRITHE G D Inaimr L, MBDa 7 b« FT L EAERL
T5, KargZ s -7 0E, ABEZERE LT, BR, KE REIZE-
TIIFERE L SN AFELET) T2 TV v FEBELAELIZD
DET D,

BASAEREIX, ARave 7 b - 2705 b 810, T Y v REBRA~ZERFT
ED XTI « FLL TV 2 EFZET D,
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